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WE ARE NO LONGER
SECURING COMPUTERS

BWE ARE SECURING SOCIETY.
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INTENT TO KILL | 4:50 PM by VICTOR TANGERMAMNNM

Homeland Security Warns of
Cyberattacks Intended to Kill People

"The attacks are increasing in frequency and gravity, and cybersecurity
must be a priority for all of us."




Ripped from the headlines...
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CYBER SECURITY NEWS - 3 MIN READ mNet Q
Majority of Businesses Unprepared for
Reputational Damage and Lavwsuits

Stemming From Technology Risks Working from home causes surge in securit

Disconnect Between I egal and Cybersecurity Departments Is Common

eeekycom [ breaches, staff 'oblivious' to best practices
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|&y musT READ: Big data has a trust issue. This city wants to take a smarter approach

PART OF A ZDNET SPECIAL FEATURE: WORKING FROM HOME: THE FUTURE OF BUSINESS IS REMOTE

The coronavirus pandemic is thought to be at the heart of a rise in security incidents this year.
Sl CNBC

— MARKETS BUSINESS INVESTING TECH POLITICS CNBC TV

Cyber insurance costs up by a third

Cvyberattacks now cost small
o s i companies $200,000 on average,
putting many out of business

By Alex Scroxton, Security Editor 06 Jul 2021 12:45
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Dark Reading e b Computing About Us

DARKR@ adlng =21 NeWL E95eR8 The A Register’
R R B Here's how crooks will use deepfakes

to scam your biz

Need some tools of deception? GitHub's got 'em

VULNERABILITIES f THREATS

Cvybercrime May Be the World'™s
Third-Largest Econom b 2021

techradar PrO i1 insicHTS For BusINESS UK Edition 3 v ‘ f

A Jessica Lyons Hardcastle Wed 28 Sep 2022 07:24 UTC
£ 2 5 News Security Web hosting VPN Website builder Features
C = haShedout a About Us Resource Library
ybercrime apparently cost the world over e faad
$1 trillion in 2020
b Bl allaril iy T 65 The FBI reports that direct deposit change requests

That's equivalent to 1% of global GDP iIncreased more than 815% in 1.5 years




Ripped from the headlines...
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NEWS - 5 MIN READ

New WEF Global Risk Repart Names Nevada school district refuses to submit to
Cyjsiageurity Challenges g nu ransomware blackmail, hacker publishes

Greatest Danger to Global Economy

§ SCOTT IKEDA - JANUARY 29,2021 StUdent data
Wlbﬂc. SEARCH Q T Policy Dowrloads.  Cororeius &
INet «

Only 31% of Americans concerned with data security,
despite 400% rise in cyberattacks

McyEly S urity N
% 1
o fn)\y)(m 2 25,2020, 945 AN ST

Bad actors have flooded the enterprise with coronavirus-related attacks,
but professionals working from home have other worries, Unisys Security

First death reported following a ransomware
attack on a German hospit

found.
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FACT SHEET: Act Now to
Protect Against
Potential Cyberattacks
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https://www.csoonline.com/article/2866911/why-criminals-pick-on-small-business.html

§fi |RStaxsecurity @
IRS, b2
Most cyberattacks are aimed at small
businesses with fewer than 100 employees. 1
Take a moment to learn about best security F 7
practices on Identity Theft Central:

Password Change Sign

must contain a Up sheet

special character

System: Enter password:

If you'd like to change your password please fill
out the form below and we will change your
password on the system you indicate.

[ Full Name | System (Yardi, | current password | New &

email, ect.) | Current password | New passwor d

Me: ScoobyDoo

System: sorry password must
contain a special character

Me: ScoobydooFeaturingBatman



Incidents: By the numbers

Most common cyber incidents (% of
reported claims)

Ransomware

e .. — & T a1

Funds transfer fraud

T T e e R S ey .7,

Email compromise

= - 178

Other

e ™

Percentage of claims by attack technique

54%
Email/phishing ; 299
" Remote access

3,:1% | @

3rd Party 6%

compromise | Other social
\ | ' engineering

/
3% \
Brute force %

370
(authentication) Other




The Miost Common
Types of Cyber Criime

Number of Americans who fell victirnm to the
following types of intermnet crirme in 2021

Phishing/vishing/smishing [ === o7 >
Non-Payment/Non-Delivery _ 82,478

Personal Data Breach - 51,829

iIdentity Theft [l 51.629° @

Extortion - 2O BGO

Confidence/Romance Fraud - 24,299 f X
Total victim losses
Tech Support - 23,903 from the listed crimes:
INnvestment . 20,561 $4.0 billion

Source: The FBI's Internmnet Crirme Complaint Center

@S statista ZEa







watching

28,000 subscribers

(=)

2m views

(=

595,000
stories shared

messages sent

Ceb)

9,132
connections made
——

5,000
downloads

Source: Lori Lewis via AllAccess
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Who led the digital transformation of

your company?

A) CEO
B) CTO
C) COVID-19

<)

1.6m UsD
spent online

©

2m Swipes

500 hours
of content uploaded

statista ®a

NUMBER OF YEARS IT TOOK FOR EACH
PRODUCT TO GAIN 50 MILLION USERS:

Airlines Avbormobil e Tebephiexme Electricity ATIA
=28 ® s
68yrs 62yrs 50yrs 46yrs 28yrs 22yrs 18yrs
||||||||| Cell Phaase Internet Yoububae Facebook Twikls ""ulw g o

mESBEOfY S

1 41.rrs 12yrs Tyrs 4yrs 4yrs 3yrs 2yrs 19 dayrs

1 5 I

Coe iy o s ere o]

DIGITAL TRANSFORMATION
13 YEARS AWAY. I DON'T

SEE OUR COMPANY
HAVING TO CHANGE
ANY TIME SOON.

NO PANTS

=& | , -
© morkefoonlstcom



KAMAT 555@ COMPUTE Get Started Products & Pricing Resources Support

Create a Server or two in Hong Kong — for Free

Deploy Your Production, Enterprise-Class Cloud Infrastructure Now

Get Started for Free

30 Day Free Trial

B >

Unlimited Simple Management Premium
Scale Up and Scale Out Console and API Human Support 24/7







v’ Reload Your Prepaid Cards

v Make Same-Day Payments
Al participating partners

v’ Add Money to a PayPal Account
Shap anywine PayPal & accapled, intluding oBay
No cradit card or bank
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= Fame and notoriety

« Limited technical
resources

- Known exploits

= Vandalism

= Limited technical
capabilities

Changing Attacker Profiles

Hacktivist

Statement

Relentless,
emotionally
committed

Vast networks
Targeted attacks

Organized
Crime

= Economic gain

- Significant
technical
resources and
capabilities

- Established
syndicates

= Adware,

crimeware,
IP theft

State
Sponsored

Cyberwar,
state secrets,
industrial
espionage
Highly
sophisticated
Nearly
unlimited
resources

Advanced

persistent
threats

v

INCREASING RESOURCES AND SOPHISTICATION

The expansion of at

-
L

icker types, their resources, and their sophistication.
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. Cybercrime Annual Revenues

$1,000,000,000

$860,000,000,000

o lllegal online markets u Tradesecret, IPtheft  Data Trading - Crime-ware/CaaS u Ransomware



Silk Road messages 0 0rers0 aucount BO.0O e e P Roer:
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CWME A News [Biling |SCW| ENOCW SN  =mDumps ®Cat  © Orders ® @ &CGoathFumyni m -
Bing Al countries j All types j City Bank name Exp (MMAYY, MMYY, MM YY]

+§0.10 Q
Al states j Alltypes j ZIP code Al types j Al bages +50.10 j Search

@ Total 758868 cards found SALE | DOB | SSN | FULL X Clear
Bin Exp Name City State 2P Country Price  Bank Base Valid rate | ®
6011420 1219 Daniel Fort wayne N 46807 @ United States $9.99 BANKOFAMERICA  SUPER-WORLD-MI22/272018)  100.00% g
9724738 02122 David Rochester NY 14623 Wy United States  $9.99  AMERICAN EXPRES..  SUPER-WORLD-MIX(22/2/2018)  100.00% | w
762968 05/18 Kim Buford GA 30518 @ United States  $9.99 AMERICAN EXPRES..  SUPER-WORLD-MIX22/2/2018)  100.00% g
3767407 02/20 Christopher Birmigham AL 35242 United States  $9.99 AMERICANEXPRES..  SUPER-WORLD-MIX(22/212018)  100.00% | w
4246315 0419 Lymn Bronson Michigan 490728 i United States  $9.99 CHASEBANKUSA..  SUPER-WORLD-MIX(22/2/2018)  10000%
4264520 02/18 Mikael  Cily of Industry California 91789 iy United States  $3.00 BANKOF AMERICA..  SUPER-WORLD-MIX{22/2/2018)  100.00% |w
4246315 08/21 Ben Huntington beach California 926472 [ United States  $9.99 CHASE BANKUSA...  SUPER-WORLD-MIX(22/2/2018)  100.00% |
5567092 04/20 Thomas  Spring arbor Michigan 49283 i United States  $9.99 CITIBANK, NA SUPER-WORLD-MIX22/272018)  10000% |m
4006138 11/18 Michael  Lakezurich L 60047 @ United States  $9.99 US.BANKNATIO..  SUPER-WORLD-MI22/272018)  100.00% g
5604940 09/20 Dalcel Beaver dam KY 42320 @ Unted States  $9.99 QNA SUPER-WORLD-MIXi22/2/2018)  100.00% |
4715201 11/20 Steve West chicago IL 60185 @ United States $9.99 BANKOFAMERICA..  SUPER-WORLD-MI22/2/2018)  10000% | g
6011398 0319 Trudy Binghamton NY 13001 [ United States  $9.99 BANKOFAMERICA  SUPER-WORLD-MIX(22/2/2018)  100.00% w
5569206 04/20 Eric North royalton OH 44133 i United States  $9.99  COMERICA BANK SUPER-WORLD-MIX(22/2/2018)  100.00% |
4147202 11/22 Aaron Hamilton OR 97405 United States  $9.99 CHASEBANKUSA..  SUPER-WORLD-MIX(22/2/2018)  100.00% |w
4100400 01/21 John Commerce twp. M 48390 g United States  $9.99 QNA SUPER-WORLD-MIX(22/2/2018)  100.00% | w
4477420 06/20 Kyle Norman 0K 73072 @ UnitedStates  $7.99 JPMORGANCHASE..  SUPER-WORLD-MIX(22/2/2018)  100.00% |w
8697080 02/21 Toolng  Eaton QOhio 45320 W UnfledStates 8999 QN/A SUPER-WORLD-MIXi22/2/2018)  100.00% | w
RAZENAN 08HQ Ea Rlaiswik chlanks  ORRAIA == Nethedande 41700 COOPEAATIEVERE  SIIPERWARI NAMYOD0/OMA  10000% s
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Total damage In million U.S. dollars
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Complaints and Losses over the Last Five Years

2017 Sl .
$1.4 Billion 2.76 Million
Total Complaints
351,937 L
2018 $2.7 Billion $18.7 Billion
Total Losses
467,361
oo [ — -
53.5 Billion
791,790
oz | — -
S4.2 Billion
B47.376
soet &
$6.9 Billion

B Complaints B Losses

Cybercriminal Complaints and L.osses Between 2017-2021 | Source: FBI IC3




Figure 6. Costs of a data breach

Above the surface: Well-known cyber incident costs

Customer breach notifications 5. Attorney fees and litigation
Post-breach customer protection 6. Cybersecurity improvements
Regulatory compliance (fines) 7. Technical investigations

Public relations/crisis communications

Below the surface: Hidden or less visible costs

Insurance premium increases 5. Value of lost contract revenue
Increased cost to raise debt 6. Devaluation of trade name
Operational disruption or destruction 7. Loss of intellectual property

Lost value of customer relationships

Source: "Beneath the surface of a cyber attack: A deeper look at business impacts,” Deloitte Cyber Risk Services.

Deloitte University Press | dupress.deloitte.com



PERSONALLY IDENTIFIABLE INFORMATION (PII)
BREACH

s#xx  RECEIPT #%x

250 RECORDS EXPOSED

INCIDENT INVESTIGATION

BREACH COACH $25,000.00
FORENSICS $60,000.00

NOTIFICATION & CRISIS MANAGEMENT

CRISIS MANAGEMENT $30,000.00
NOTIFICATION $2,800.00
CALL CENTER $1,300.00
CREDIT MONITORING §225.00
INCIDENT INVESTIGATION SUBTOTAL $85,000.00
NOTIFICATION & CRISIS MANAGEMENT SUBTOTAL $34,325.00

$119,325.00




Your identity is a steal on the Dark Web. !':e'xperic:n_

Here are what the most common pieces of information sell for:

Social security Online payment Credit or debit card

number S e — l°gln info (credit cards are more popular)
(e.g. Paypal)

Eh

—
$5-$110

With CVV number With bank info Fullz info™

$5 515 $30

Drivers license

General non-financial
institution logins

==

$1

Subscription

e St Medical records

$100-%$400 $1000-$2000 $1-$1000*"




And... Surveillance capitalism

Passwords - Credit Card Numbers Social Security Number

‘ ‘ — Web browser autofill
o .. — Stored in the
- Q‘E:[(ﬂ- file system

- ‘ - Web browser autofill
- Downloaded credit
- ﬁ:ﬁ\ card statements

- ‘ _ Downloaded
= : tax documents
[ )

b

/ e
Deleted Files Text Messages
Adl deleted Tiles, 3
& @ | oo ani K- @D | Ziizase

- F\.‘Dh bin or trash, can
e be recovered uantil

o physical sStorage
sSpace overswritten.

Phone Calls

} L O G
4 NMOWI _r‘ & -"]:IE-“' Canl log stored
 WHAT o — omn phone
Bank Account Inf INFORMATYION = = —— =
S e e e S YOUR DEVICE
' - Downlioaded bank el Name and Address

IS THE FIRST

- | e | sver 1o - @ | asnee
— PROTECTIOMN. Amustofill

- ] — WWindows Contacts
'J Address Book

Recent Files

- W | o
operating Ssystem

- Q Variowus applications
keep their own recent

- fil:lﬁh file lists

Recently Visited Sites

‘ ':-'S_I:I.EJ}- Contact manager

Browser s cache
Contacts - ‘ — Browser's history
‘—I Windows Contacts — — J-G__ )r;:. - - Cookies
- - . Current Location | Recent Locations
@D @Y | cormer menmoer - O | ST es . @ O | SEIeen apes

R



AN EASY

0T o e ey vuireErmbee
A Pty S Sy T Mgtk ey

Theery re lsaesrey ety
up 1o thee owreser

They re ot redguiiacy paticlved

Thery re reOd Munineneg securnty sofTware

Thery 't el oo wath
SOCLEEy &

O HOT DEVRCES

a7 dewors oxpernnd By PIEO0 o T devaors expecied by O3S
= g e ™ = =
— f_.—*;, — ,::" e
» l"lq_ i N A ||" f
I J 1 I' .II
-—h | } e 1
r u, o l""\-\._\_h .
" =~ o

S B AT Ol Pt B T S O O Soaiea

22 Million

Armarne Erfaes sold an 200

1 Per Second

Fuown ofter i':-’:-nn:;\rr- Saryrn 1T P S0l & D HiDrTeE O

e Dcobeir 200 7T

$310.4 Million

W EEA e et vasrs Selvbes 1o




Login: admin HHEH_'[!}EF Hﬁ;ﬁﬁ"ﬁﬁfﬁm CONTACTS
Password: admin B [ibamum

e Tl

-

YOU DON'T HSH {!IIESIII]HS You I'IEI.P
WHERE YOU IH!.H'

"I DonN'T THINK YOU UNDERSTAND
THE CONCEPT of CYBERSECURITY.”




e, - Defense in Deatlf——_’?-—_‘—-r

3 T atched systems

L2

4 /'— 24/7 meonitor rl'gf
N alerting -
— < % - Anme

made wvwirth rmermatic






e

Malware Web-based attacks Phishing Web application attacks Spam
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Identify theft Data breach Insider threat Botnets
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The Prevalence
of Breaches

and Their
Methodology

“How was the external attack carried out?”

Software vulnerability (software exploit) _ 42%
Web application (SQL injection, cross-site scripting, _ 359,
remote file inclusion) *

Use of stolen credentials (logins, encryption keys) 27%
Exploitation of lost or stolen asset 25%
Strategic web compromise (watering hole attack) 24%
Distributed denial of service 24%
Mobile malware 22%
DNS 21%
Phishing 18% Web applications
and software
Ransomware 159 vulnerabilities are
the top two ways
Social engineering 6% external attacks
are carried out.

Other 1%

Base: 465 security decision makers with network, data center, app security, or security ops
responsibilities who experienced an external attack when their company was breached

Sources: Forrester Analytics Global Business Technographics® Security Survey, 2019

WEBINARS
SECURITY BRIEFINGS

(N




Attack Vector by Company Size

B Email Phishing

B RDP Compromise [} Software Vulnerability [ Other

1to0 10

11 to 100

101 to 1,000
1,001 to 10,000
10,001 to 25,000
25,001 to 50,000
50,001 to 100,000

Over 100000

0% 25% 50% 75% 100%



| changed all my passwords to “incorrect”. iRk
Password : 12345

e
| BT ;",' o vy
- i TE AP :
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e

Y 3

Username : admin
Password : admin

S0 wnenever | forget,itwill &
tell me=Your nassworn ISincorrects




it of Announced Vulnerabilit
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Source: hitps/ waw cvedetsdli com/browse-by-date phy

CVSS Severity Distribution Over Time

This visualization is a simple graph which shows the distribution of vulnerabilities by severity over time. The choice
of LOW, MEDIUM and HIGH is based upon the CVSS V2 Base score. For more information on how this data was
constructed please see the NVD CVSS page .
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Outlook

Favorites

Inbox

Sent ltems
Drafts

Add favorite

Folders

Inbox

Drafts

Sent ltems
Deleted Items
Junk Email
Archive

Notes

m

m

251

Conversation Hist. ..

L Search ® LT [~ Q ey ? g? Hl{

il Delete & Archive 53 Moveto v <2 Categorize ¥  *** ™ N

<& You have been approved for a $2,321.00 USD from FAFSA

You have been approved for a free $2,321.00 USD for Federal Student, Aid (FAFSA) This fund is granted for your education and itis
free, you do not have to pay it back, Click on Receive My Benefit Aid | Federal Student Aid to complete your application to get your
grant in 1-2 business days.

Sincerely,

U.S. Department of Education
Federal Student Aid
William D. Ford Federal Direct Program

This is in affiliation with The Arizona State Student System, Benefit Services Division and United States Student Association (USSA). The
Benefit Plan is provided for all students whose parents have lost their job or have been affected financially as a result of the COVID-19
Disease. The plan is tax qualified under section 401(a) of the Arizona Internal Revenue Code. It is a “cost sharing” model, meaning both




hreats: Deeptakes

This person does not exist ->
Forbes

CYBERSECURITY * EDITORS' PICK

I'raudsters Cloned
Company Director’s Voice
In $35 Million Banik e ————"——"—————
[eist, Police I'ind s

Thieves pulled $243,000 robbery
using an audio Deepfake




BETTER CONFIRM,MY ADDRESS AND SOCIAL
SECURITY NUMBER LINE THEY ASKED




hreats: Phishing

From; Dave Hatter <pm772858@gmail com>
Sent: Wednesday, Uctober 3U, ZU19 1223 PM
Tos Jeff Bethell < oethell@fortwright.com>
Subject: Hey Jeff

Hey Jeff,  need you to help me get somegiftﬂanhe storeright now for some council members  staff appreciation gifs , let me know ifyou can do that right away because there s a sharp
deadline for this request.

Dave Hatter
Mayor

Sent from my moile device




File Message Help & Tell me what you want to do

Meeti L = 5
IS Ignore m E <_5_: <<_}; : = thg [ arc : To Mane
Del Archi Rely Renly F d l,,_'I;| M= E Team Email ' Dane
elete Archive e e arwar +
l,Qg_.]ur‘lh:' Py AFI]I}I '*_=~D Mares D) Reply & Delete '} Create M
Delete Respond Quick Steps

RE: Divorce papers |

Brown & Booth LLP <Booth@brown-booth-law.com=
To @ Dave Hatter

@ If there-are problems with how this message is displayed, click here to view it in a web browser,
Click here to download pictures. To help protect your privacy, Qutlook prevented automatic download of

WARNING: This e-mail is from an external sender. Be suspicious of any links or attachments. f youarer
about any type of financial transaction like a wire, call the sender via phone to validate all the informatio

Dave

My name is Keith Booth and | am a senior partner at BROWN & BOOTH LLP.
Your spouse has contracted me to prepare the divorce papers.
Here is the first draft, please contact me as soon as possible:

http://www.brown-and-booth-law.com/papers/divorce Hatter.doc

Thank you
Keith L. Booth

il

File Message Help Tell me what you want to do
15 Ignore [@ = &5 ™~ [FMeeting | T arc — To Manager i
Delete Archi Renl Renlv F a ’-.,_'I:! 1M~ E2 Team Email " Done i
elete rcnnee £ £ anwar
53 Junk - Py AFTIY % Mare - &y Reply & Delete ¥ Create New I
Delete Respond Quick 5te_ps =

RE: Divorce papers

Brown & Booth LLP <Booth@brown-booth-law.com>
Toe @ Dave Hatter

—

(i) If there are problems with how this message is displayed, click here to view it in a web browser.
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this

WARNING: This e-mail is from an external sender, Be suspicious of any links or attachments, i you are not expecting this e-

about any type of financial transaction like a wire, call the sender via phone to validate all the information.

Criginal URL:
http:/faddto.password.land/
xywnslawGupwgnsawnrjmevybdlorgdhr
C-Wnczc*.fl3n|b}f3nf}fzwqtbg§naw4ubm'.fDrI
3bhz2vzl2findfly2jkngzhjnjly2lwawvudfs
pzd01 ntgemdaxmjemy2ftcgfpz2 Sfonvux
2lkpti3mjpyyndu=
Click or tap to follow link.

Dave

My name is Keith Booth and | am a senior partner at BROWN &
Your spouse has contracted me to prepare the divorce papers.
Here is the first draft, please contact me as soon as possible:

http://www.brown-and-booth-law.com/papers/divorce Hatter.gc

Thank you
Keith L. Booth

=]




hreats: Phishing

Re: My photos

IS Jessica Swanson <jessicas17@yahoos-mail.com>
To @ Dave Hatter
®

Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

Hi Dave,

| think you may have sent this link to me in error...Are you really sure you want to be sharing these kinds of personal photos with everyone?

On Tuesday at 9:50 AM, Dave Hatter <Dave.H . > wrote:

https://cardpayments.microransom.us/
xwgpsmfpubfbwwipardjswidgunvrmuvywjnos01xrm9aemsy
zedOdwqytxpumhhivOuwemnuyzjwmOzéwmpssirvmxboa
pputhsvlduwkppv2rnfhwalloowmpkbfpotbwtZnhmunaek
vZujaSbvgzze Txbuldwwigalfbvjjpsei Twlrod Tjirmluvghzvvd
kumvhvmpta 1pfukhsvwrysm9imeuwsondklixcedvmvjlzeud
mZnvdgftvzf2vmpnewvvndbtbmrmy Trsm1uzwk5Stmvpwwk
hwv 1zeaelrmljyufmwdgruzdnam1jozfhsa2 fuvirwvgxkyirkb
Dave TnegmixkejaslsThmzy1zjjhotbly2njownimguxyzbjyzzizjcyn

zkyzjedyzfmmmfk?cid=1002096742

Click or tap to follow link.

Here are the pics | told you about!

Talk to you soon.
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Cybercrirminal
COMpaomises
employes email send notifications to

customers:

Compromised
employees account is
used to request
payment

https://www.trendmicro.com/vinfo/us/security/news/cy

Payments are
transferred to
cybercriminal's
account

Recipients transfer
payments to
cybercriminal’s
account

employess email

e

Cybencriminal
receives money

Cybercriminal
receives money

Compromised
account s used to
requiest Pll of other

employsss/axacs

-

Cybercriminal poses
as company exec
and emails finance

person

Cybercriminal poses
as lawyer and
emails fimnance

Person

Pll is sant to

cybercriminal's

account

crime-and-digital-threats/business-email-compromise-bec-schemes

Finmnance sends
funds to
cybercriminal's
account

Fimance sends
funds to
cybercriminal's
account

Cybercriminal
receives money

Cybercriminal
receives money
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Advertlslng ! I
Wait 5 Seconds

| stare - M FREE DOWNLOAD |




Mumberof malware detections in millions
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Payment will be raised on

SME201T7 00:47:55

Time Left

Your files will be lost on

S2072017 00:47:55

Time Left

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without

M our decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

il We will have free events for users who are so poor that they couldn’t pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

e 8. S



Ransomware hit manufacturing, construction the
hardest

Number of ransomware cases by sector, Jan. 2020 - July 2022

Manufacturing 436

Construction 40
Transportation/Logistics

Tech/IT 243

Healthcare 259

Chart: Naomi Eide * Source: NordLocker » Get the data » Created with Datawrapper
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applications with at least one known vulnerability,

by app category (Q1 2021)

i i FACT: 63% of Android applications contained security vulnerabilities in Q1 2021, with an average of 39

vulnerabilities per app.

Top free games
Top-grossing games
Banking

Budgeting

Payment

Top paid games
Average

Top-grossing

,§ Top free
(=] Py
g Productivity
©

o Educational
o

(=8

<

Tools for teachers
Entertainment

Food and drink
Top-grossing dating apps
Top free dating

Top paid

Lifestyle

Health and fitness

.

atlasVPN

96%
94%
88%
84%
80%
80%

10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 110%
% of apps in the category




"1 THINK MY PRIVACY
SETTINGS ARE WRONG

ENSURE YOUR PROFILE IS SECURE ON SOCIAL MEDIA SITES.




The JGY of Tech.. by Nitrozac & Snaggy
The Internet of ransomware things..

ON STRIKE
UNTIL YOU
SEND MONEY

HUNGRY?
PAY UP AND
ILL UNLOCK

WIRE MY
HACKER #100

OR I‘LL REVERSE f

BLOW DIRT ALL
OVER THIS
PLACE!

IF YOU DON'T
SEND US CASH,
YOUR REPUTATION
WILL BE IN THE
TRASH.

TOAST IF YOU
DONT GET
ME SOME

= YOUR DIRTY

DISHES CAN
WAIT, I'M
BUSY MINING
BITCOINS.

I‘LL START
YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR
BANK TO MAKE
A TRANSFER.

THE NEXT TIME
YOU LEAVE, ITLL
COST YOU 100
BUCKS TO GET
BACK INTO THE
HOUSE, UNLESS
YOU GIVE ME

EXCUSE US
WHILE WE
PARTICIPATE
INADDOS (1
ATTACK.

30 BUCKS IN
BITCOIN, OR NEXT
TIME I SMELL
SMOKE, I MIGHT
JUST LET YOU
SLEEP.

MY ALARM
SYSTEM IS
GOING TO GO
OFF RANDOMLY
THROUGHOUT
THE NIGHT,
UNLESS YOU

SEND ME $25 OR
I/LL TELL EVERYONE
ON YOUR SOCIAL
NETWORK THAT YOU

WERE STUPID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOM/



The WWashington Post

Innovations

How a fish tank helped hack a casino

LlOSsmt—

ST Tou IN A

*caN T INTERE ;
% ~ouR ToasTeR? "

FIREWALL for

Pranay Pathole
@PPathole

Tech enthusiasts: My entire house is
smart.

Tech workers: The only piece of
technology in my house is a printer
and | keep a gun next to it so | can
shoot it if it makes a noise | don't
recognize.

9:51 PM - Apr 12, 2019 - Twitter for iPhone
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SentinelOne

CryptoPrevent Anti-Malware S

.
bockupifg a datto

company



Defenses: Sottware updates

«Vendors regularly release updates
» Updates may contain productivity and/or security fixes
- ALL devices that contain software should be updated

« Automate this process if you can

Downloads and updates

Recent activity
L Lenovo Vantage
©1 Windows Camera
»  Movies&TV
B Microsoft Sticky Notes
S\ Skype
Movie Maker 10 - FREE
000 | LastPass for Microsoft Edge

Cortana

Windows Update

*Some settings are managed by your organization

7~ | You're up to date

K/,

¥ Last checked: Today, 12:21 PM

Check for updates

*Your organization has tumned off automatic updates
@ Pause updates for 7 days
@ View update history

Y Adva
]

nced options

Addition:

L LENOVO VANTAGE
ThinkPad 7480 @

Looking for info on the latest
updates?

Related links

CHECK FOR UPDATES.

4]

Available updates

clude updates that

[0 pashboard

Devcers (3 sea

2 Firef

Firefox Browser

77.0.1(64-bit) What's new

Firefox is up to date

Firefoy is designed by Mazilla, a glabal community warking
together to keep the Wek apen, public and accessible to all

Wart to help? Make a donation or get involved!

Privacy Polic

Licensing, End-User Rights

Auto update settings

®

®

J Critical Updates

Manage Your Extensions ke

Enabled

Cisco Webex Extension = ® e
Join Webex meetings using Firefox ™

DuckDuckGo Privacy Essentials @ = ® e
Privacy, simplified, Protect your data as you search and browse: tracker blocking, smarter encr..




4{Y&WcV3v

@) Firefox Monitor Home Breaches

Welcome back, davehatterlt@gmail.com!

Breach Summary

2

Email addresses being Known data breaches have
monitored exposed your Info

SHOW HISTO

Upperc:

Lowercase

'--have i been pwned?

Check if you have an account that has been compromised in a data breach

Mlumbers

nkxols
L

FILL PASSWORD
Good news — no pwnage found!

No breached accounts and no pas

subscribe to search sensitive breaches




:Il.éil::‘ll |
840 194 Gidi gle

Gmail token is:

123 456 @

1 (3] T0S-3134

- Uso 332038 far
two-factor
authentication on
Focaboak

- Uze BEDE T Tos
two-footor
authontication on
Facobook

= Usa GI17EDE for
wa-TnGEor
asruthentication on "
Facobook "M YouR HUSBAND, T DIDN'T THink T
NEEPED TO USE MULTIFACTOR. AVTHENTICATION "




Microsoft
b @ CrowdStike

@ TendMicro
@ SentindOne

@ McAfee
@ Sophos

VMware Carbon Black
@ Cisco
Broadcom (Symantec)

@ Cybeeason
Bitdeferder @ F-Secure Kaspersky

@ BlackBerry (Cylance) ®
L L Fortinet

Check Point Software Technologies

Panda Secumy.

ABILITY TO EXECUTE

COMPLETENESS OF VISION As of May 2021 © Gartner, Inc
Gartner

Source: Gartner (May 2021)



Defenses: Firewall

- Use a firewall to protect your =
. () Firewall & network protection
device / network I

Il i

@ Home

= YOur router can be configured
to be a firewall

« \Windows comes with a = mi

©  Device performance & health v

software firewall N

(active)

o Settings



twitter.com

Control Panel H e
enreidansublom BitLocker Drive Encryption
Help protect your files and (olders from unauthorized access by protecting your drives with BitLocker

@ tor your security, some settings are managed by your system administrator.

Operating system drive

Windows (C:) BitLocker on

l
—

Fixed data drives

Removable data drive:

rt a removable USH flas]

€ 11°M Administration

Message Insert Options Format Text Reviev
B colors ~ . E:tr: [:[—]
) = =
Ecnis Bcc From Encrypt Use Voting
s Effects ~ > Buttons ~
Themes Show Fields Encrypt

Encrypt-Only - This message is encrypted. Recipients can't rermove encryption.
190% Permission granted byt Dave Hatter@intrust-it.com

From s dave hatter@intrust-it.com

=

Send To ® Dave Hatter <dawvehatterlt@gmail. coms;




™ Mord VPN

Secure your phone too

Dedicated IP
Double VEN
Onion Over VPN

TECTED
Connected to United States #2948

Albania

#Amplify  #SummerOfGaming Reviews  BestProducts HowTo  News  Shop  Newsletters

Chag a links, sting, L

ecurity

Google Pulls SuperVPN From the Play Store,
Users Urged to Delete It

The VPN is vulnerable to man-in-the-mic s between the

QByAdamSmith April 9, 2020 f v I
\



Lestions?

Extended Support Release
9.5 (based on Mozilla Firefox 68.9.0esr) (64-bit)
Tar Browrser is up to date

Tor Browser is developed by the Tor Project, a nonprofit warking to
defend your privacy and freedorm online.

“Want to help? Donate or get involved!

Help the Tor Metwork Grow! Licensing Infarmation

Licensing Information

Firefox Browser

T7.0.1(64-bit] What's new

Firefox is up to date

Firefox is designed by

Moszilla, a global cormmunity warking

together to keep the Web open, public and accessible to all,

Want to help? Make a

End-Lser Rights

donation or get invalved!

Privacy Palicy

Manage Your Extensions

Enabled

L)

Cisco Webex Extension = ® oo

Join Webest m eetings using Firefox ™

DuckDuckGo Privacy Essentials @ e @ oo

vacy, simplified. Protect your data as you search and browse: track

locking, smarter encr,.

Facebook Container @ ® oo
F

book Contain

solates your Facebook activity from the rest of your web activity in order

FoxyProxy Standard @ ® -
Fasy to use advanced Proxy Managerent tool for e

ryone

HTTPS Everywhere @ = 8
Encrypt the Webl Automatically use HTTPS security on many sites,

LastPass: Free Password Manager @ = o -
Last Password you will ever need

Microsoft Rewards o -
Use the Microsoft Rewards extension to earn exclusive bonus points, to find new ways to earn.,

Privacy Badger @ = ® .

Privacy Badger automatically learns to blodk invisible trackers,

DuckDuckGo

Privacy, simplified. Help Spread DuckDuckGol




& Microsoft CneDrive




Security Options
' Mone
(@) WPAZ-PSK [AES]
CWPA-PSK [TKIF] + WPAZ-PSK [AES]
O WPANPAZ Enterprise

Firmware Version Check

Mo new firmware version available.
Router Auto Firmware Update

Enable router to automatically update to future firmware. This keeps your router up to date with the [atest features and security fives. m
Select one of the following options:

® enatle O Disable




lome ° CIS Benchmarks

) CIS Benchmarks”

With our global community of cybersecurity experts, we've developed
CIS Benchmarks; 140+ configuration guidelines for various technology
groups to safeguard systems against today's evolving cyber threats.

Ovecrxi:gofcls 1 Register for the Webinar CIS Benchmarks FAQ
CIS-t emo Tues. June 23 at 10:00 AM EDT Access all Benchmarks -
Tues. July 7 at 1:30 PM EDT




FRAMEWORK

3
3
%

@s Lot N @ CIS Controls

Confidence in the Connected World

CIS Controls Version 8







SecurityScorecard

Dashboard

Website Does Not Implement HSTS Best Practices

Account Summary Average Rating (All Companies)

Total
Companies

143.1K

Company Score Distribution My Public Attack Surface

Domains

Go 10 My Defaut Portiol

My Top 3 Risk Factors

Microsoft Secure Score

Overview  Improvement actions  History

Metrics & trends

Microsoft Secure Score is a representation of your organization's security posture, and your opportunity to improve it.

Applied filters

Your secure score.

Secure Score: 47.23%

520.49/1121 poits achieved
0 @ ¥ Unesl Communicatons 100%

Include

My Bottom 3 Companies

o @ 21 Utelike Cnems

C ° 23 Faux Dimensions

W Foints achieved Opportunity

50 10 My Scorecard

Actions to review

Regressed O adies Planned Risk sccepted

32 125 |0 0

Top improvement actions
Improvement action

Turn on Firewall in macOS

Require MFA for administrative roles

Tum on Microsoft Defender Antivirus PUA protection in block m..

Block process ereations originating from PSExec and WMI comm...

Use advanced protection against ransomware
Block Win32 API calls from Office macros
Block execution of potentially obfuscated scripts

Block Office applications from injecting code into other processes

View all

o
Recenty added O

0

0

Score impact Status

+0.89%

+0.89%

+0.8%

+0.8%

+0.8%

+0.8%

+0.8%

+0.8%

O Toaddress

O To address

O Toaddress

O To address

O To address

Q Toaddress

O To address

O Toaddress

o)
Recently updated O

Category

Device

Identity

Device

Device

Device

Device

Device

Comparison

Your score

Organizations like yours

Vendor Engagement

Resources

Messages from Microsoft
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